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CHALLENGES AND PROGRESS IN BEHAVIOR-BASED
ADAPTIVE AUTONOMY

Arjuna Balasuriya,” Tyler Mayer,t and Gerald Fry?

Today’suncrewed platformsare typically operated by humans using remote con-
trol to guide every detailed aspect of a mission. However, as missions become
more complex, there are many scenarios (particularly in the marine, ground, and
space domains) in which operators are unable to communicate with these un-
crewed platforms in real time (due to adverse environmental conditions, regula-
tory restrictions on communications in ecologically sensitive areas, active inter-
ference by adversaries, or the desire to remain covert), making it challenging to
recalibrate and update mission and control parameters on the fly. Fortunately, sig-
nificant technical advances in onboard computing power and enhanced sensors
offera pathway to a level of autonomy that can overcome such communications
limitations. Behavior-based autonomy architectures enable onboard mission au-
tonomy software to select optimal behaviors for the mission at hand, assess the
evolving state of the mission, and adapt to changing environmental conditions.
Developers and operators of autonomy systems for challenging environments will
gain insights into the importance of onboard behavior and parameter adaptation
to the success of long-duration uncrewed platform missions in unpredictable sit-
uations and unknown environments. Designers will benefit from a discussion of
how multi-objective optimization and reinforcementlearning techniques are cur-
rently beingused to enable assured autonomy onboard these uncrewed platfomms.

INTRODUCTION

Uncrewed platforms have become increasingly popular in recent years and have been employed
for various commercial (e.g. household appliances, self-driving cars, search and rescue operations,
manufacturing, agriculture, and uncrewed space travel) and defense applications (e.g., uncrewed
platoons, intelligence, surveillance and reconnaissance (ISR), and missile defense) across space,
air, land, underground, sea surface, and underwater domains.! Currently, most of the uncrewed
platform operations are carried out in structured or known environments with the human in the
loop. For example, uncrewed underwater vehicles (UUVs) are widely used for surveillance and
mapping applications. UUV operators plan missions and calibrate the sensors, by studying the ba-
thymetry and environmental properties, such as conductivity, temperature, and depth in the oper-
ating environment. In most of the current operations, UUV operators track the UUV’s position
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while it is executing its mission underwater and have emergency abort devices to recover the vehi-
cle in case of any unexpected changes to the environment or mission objectives. The real benefits
of uncrewed platforms can be realized only if these platforms are able to adapt to changes in the
environment and mission objectives with minimum operator intervention. These platforms can op-
erate in unknown, highly complex, and dynamic environments only by improving their onboard
autonomy algorithms. Operators must be able to trust these autonomy algorithms.? This becomes a
challenge due to unreliable sensors and harsh environmental conditions. For example, acoustics
sensors are the most effective option for underwater use; however, their performance is degraded
due to continuous changes in acoustic properties in the operating environment. Similarly, continu-
ous changes in water density due to mixing and underwater currents make it hard for these plat-
forms to operate effectively in these highly dynamic environments. As a result, there is a high
demand for autonomy algorithms to include resource management, maintenance, and forecasting
algorithms for these platforms to operate reliably and interact with human operators only when they
need assistance. This paper looks at some of the autonomy frameworks commonly used for un-
crewed platforms in highly dynamic environments and discusses how onboard autonomy can be
made adaptable/trustable to uncertain sensors, unexpected faults to the platform (e.g., hardware
failure or software resource limitations such as battery, memory, or processing power), environ-
mental changes, and changes to mission objectives.

We will present some of the commonly used behavior-based autonomy frameworks and then
discuss in the following sections how these frameworks are been implemented in uncrewed plat-
forms to make them adaptive to any unexpected internal and external changes.

REVIEW OF BEHAVIOR-BASED AUTONOMY FRAMEWORKS

An autonomous system should be able to select among multiple possible action sequences to
successfully achieve its goals. Behavior-based autonomous system research has been inspired by
biological organisms, with the aim of understanding and implementing basic, survival-related be-
haviors in uncrewed platforms, and advanced behaviors involving, for example, high-level reason-
ing. Most of the behavior-based autonomy architectures are layered in such a way that the capabil-
ities of the uncrewed platform are broken down into individual behaviors, as illustrated in Figure
1.
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Figure 1: Behavior-Based Layered Architecture Onboard an Uncrewed Platform.



As shown in Figure 1, sensors mounted on an uncrewed platform and its perception subsystem
will create situational awareness (i.e., internal (self-awareness) and external (state of the environ-
ment) states). The mission planning subsystem will then analyze the situation with respect to the
overall mission at hand to determine the current mission objectives. The mission planning subsys-
tem will activate behaviors to achieve the current mission objectives. Each active behavior will
determine the best course of action for the given situation and mission objective. However, all the
behaviors will be competing for resources onboard the uncrewed platform and the motion/signature
management system needs to identify the best action for each moment and command the vehicle
and actuator control systems. An example of a layered autonomy framework used onboard a UUV
is shown in Figure 2.
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Figure 2: An Example of a Behavior-Based Autonomy Architecture.

A typical UUV is fitted with internal—external situational awareness sensors and position, nav-
igation, and timing (PNT) sensors such as inertial sensors, GPS, and compass. Commonly used
sensors include internal environmental sensors for health and internal status monitoring of the fol-
lowing: pressure, leak, humidity, temperature, pressure, and current/voltage sensors. External sen-
sors monitor arange of factors, conditions, and equipment, such as conductivity, temperature, depth
(CTD); Doppler velocity log (DVL); sonar (active—passive); camera; pressure; and water current.
As shown in Figure 2, UUVs run numerical environmental forecasting models to keep track of the
environmental changes. For example, reachability front behavior will keep track of the underwater
currents to optimize the path to its destination, as shown in Figure 3.
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Figure 3: Time-Optimum Path Calculation to Travel from X; to Xy under Ocean Cur-
rents v(x,t).}

UUVs need to be conscious about the changes in the environment. For example, due to the range
and attenuations, sound waves are the most successful medium used underwater for communication
and sensing (lessons learned from the biological systems). However, underwater acoustic proper-
ties are constantly changing, which impacts the waveguide properties, and it is important that UUVs
are aware of these changes to sense the environment and communicate with the surface or other
UUVs, as illustrated in Figure 4.

(a) ThermoclineDetection behavior (b) SurfaceCommunication behavior

Figure 4: Example of an Adaptive Behavior Used by a UUV to Establish Successful
Acoustic Communications with Surface Platforms.*

Figure 4 illustrate how a UUV will move in the water column (“yo-yo” motion) to identify the
temperature gradient; the region with rapid decrease in temperature over depth is called the ther-
mocline. The speed of sound changes with the temperature and a thermocline may act as a wall
blocking any acoustic messages; thus, it is important that the UUV be positioned above the ther-
moclineifit wantsto communicate with a surface platform (e.g., ship). Other commonlyused UUV
behaviors are listed in Table 1.



Table 1: Examples of Common UUYV behaviors

Native Behaviors Description
ConstantDepth UUV maintains a constant depth
ConstantAltitude UUV maintains a constant height above the seafloor
WayPoint UUV travels to its next waypoint
OpRegionBounce UUV stays inside its operation region
Loiter UUV loiters around a waypoint
ObstacleAvoidance UUV avoids obstacles in front of the vehicle
YoYo UUYV changes depth between two levels
DetectThremocline UUYV detects the thermal gradient of the water column
TimeOptimum UUYV follows the optimum path generated by the reachability front

In this paper, we discuss two challenges faced by behavior-based adaptive autonomy systems:

1. Multi-objective Optimization (MOO): As explained above, multiple behaviors active onboard
uncrewed platforms will be competing for onboard resources (actuators, processing power, battery
power, etc.), and it is important to select the best action (optimum) for a given situation to success-
fully achieve mission objectives.

2. Performance management: Due to unexpected environmental changes or faulty hardware, the
performance of the uncrewed platform can change during mission execution. For example, the
power budget of an uncrewed aerial platform can change due to heavy wind conditions.

In the next section, we will present some of the popular MOO and performance algorithms used
by uncrewed platforms to identify the best action for unexpected situational changes.

CHALLENGES IN BEHAVIOR-BASED ADAPTIVE AUTONOMY

There are many challenges for uncrewed platforms operating in unknown environments for a
long period of time without human intervention. As explained earlier, uncrewed platforms can nav-
igate highly complicated environments for exploration or for executing various tasks, keeping hu-
mans away from these unfriendly environments (e.g., deep-ocean environments, space, disaster
areas, contested environments, etc.).

Challenge 1: Communication. In many applications, there is no or limited connectivity to the
uncrewed platform from the command and control (C2) stations. Therefore, it is necessary that the
onboard autonomy can adapt to the unexpected changes in the environment as well as for any
changes within the uncrewed platform.

Challenge 2: Sensor uncertainties. The situational awareness (operating environment and the
internal state of the platform) of an uncrewed platform is determined by the perception subsystem
using various sensors. However, due to complex environmental conditions, sensors can be noisy.
For example, sonar sensors used underwater will have clutter due to the changes in the acoustic
properties of the environment as well as other factors such as multipath, and signal attenuations,
etc. These uncertainties need to be considered when reacting to the determined situation.



Challenge 3: Hardware constraints. Due to harsh environmental conditions, there is a higher
likelihood of the hardware’s performance deteriorating, and the autonomy system need to con-
stantly monitor the health of the hardware systems.

Challenge 4: Highly dynamic environment. As discuss earlier, uncrewed platforms are often
deployed into highly complex environments where severe weather and environmental conditions
can create unexpected changes to the operating conditions. The autonomy system should be aware
of its own capabilities and be able to adapt its mission plans to unexpected environmental changes.
For example, a mission plan might direct the UUV in a certain direction; however, due to heavy
underwater currents, even with full forward thrust, the UUV might find itself moving backward.
The autonomy system should understand the situation and adapt the plan to change direction and
follow a reachability front.

Challenge 5: Limited power budget. Uncrewed platforms are battery powered and missions
are planned for a known power budget. However, due to the complex nature of the environment,
power consumption may be higher than expected, making it challenging for the platform to com-
plete its tasks. Autonomy systems should keep track of their power availability and adapt their
mission plans accordingly.

Challenge 6: GPS denied or unreliable PNT. Knowing the absolute position of the platform
is important to navigating in the operating envelope. However, there are many operating domains
where GPS is not usable or not available (e.g., underwater). Most of these mobile uncrewed plat-
form navigation decisions will depend on the accuracy of the vehicle’s navigation system. The
uncertainties associated with the PNT system need to be considered when making mission auton-
omy decisions.

There are many groups who have worked on developing autonomy frameworks and have im-
plemented them in various types of the uncrewed platforms for various applications. Some of the
popular layered autonomy architectures are MIT Mission Oriented Operating Suite — Interval pro-
gramming (moos-ivp), JPL Control Architecture for Robotic Agent Command and Sensing (Ca-
RACAS), Draper Maritime Open Architecture Autonomy (MOAA), JPL CASPER/ASPEN, CMU
UC, etc. These frameworks are effective for static, known environments and for short (on the order
of a few days) mission periods. The following sections discuss how MOO and learned meta-strat-
egies can be used to help uncrewed platforms adapt to and handle unexpected situations during
mission execution with little or no human interference.

MULTI-OBJECTIVE OPTIMIZATION

In this section we will provide an introduction and motivation for MOO in mission planning,
and we will give a brief survey of the state-of-the-art approaches for multi-objective mission plan-
ning,

Introduction to MO Mission Planning

In practice there are many competing objectives that describe “success” in a mission. For ex-
ample, the mission should ideally be completed in a short amount of time, minimize the amount of
battery consumption, minimize risk exposure over time, maximize the amount of useful infor-
mation gained or the value of the kinetic effect deployed, etc. Even in relatively simplistic environ-
ments these objectives are often at odds with one another. Consider for example a mission where
the goal is to get from point A to B quickly and avoid detection by an adversarial vessel. Minimiz
ing the amount of time required to get from A to B may incur great risk (e.g., if the adversary were
situated directly between A and B), while minimizing or eliminating risk may require the vessel to
get from A to B using a very indirect and therefore suboptimal (with respect to time) path.



In general, there is no single solution (mission plan) that simultaneously optimizes all objec-
tives. A solution is called Pareto efficient if value of any objective cannot be improved without
decreasing the value on some other objective (put another way, a solution is Pareto efficient if no
other solution achieves a better value on every objective).

The goal of multi-objective optimization is to compute (all or some of) the Pareto-efficient so-
lutions for a given multi-objective optimization problem, and/or the trade-off curves between arbi-
trary sets of objectives. This requires formalizing the problem as an optimization model and defin-
ing a solution space, data (for training, if applicable,) metrics, objectives, constraints, and an algo-
rithm (or policy) for solving that model.

With no other context or subjective preferences across the objectives (e.g., risk tolerance of the
mission) all Pareto-efficient solutions are considered equally good. Therefore Pareto-efficient so-
lutions, or trade-off curves, are then fed to the upstream decision-maker, who applies their own
instance-specific preferences in determining which solution to pursue. This last step is supported
by the broader field of multicriteria decision analytics, which is concerned with studying the posi-
tive and negative consequences, risks, and opportunity costs of decision alternatives and helping a
decision-maker quantify their subjective preferences when making analytically backed and justified
decisions. In our work, and in most of the works surveyed in this section, we assume that we are
either providing the Pareto-efficient set to a human operator to make the ultimate decision, or that
the human operator has defined some mission-specific preferences over the objectives to facilitate
autonomous decision-making.

Survey of Approaches to MO Mission Planning

There is a vast amount of literature in the space of multi-objective mission planning in autono-
mous systems. We will briefly summarize several popular types of approachesin each of the model-
driven and data-driven artificial intelligence (Al) categories.

First, in classic model-based approaches, the goal is to encode relevant aspects of the host plat-
form and the environment, along with their interactions, in a single mathematical model (a mathe-
matical optimization problem) and develop algorithms to cleverly search over the space of feasible
solutions to quickly find high-quality solutions. Many works develop novel evolutionary or genetic
algorithms®~7 for single- and multi-UXV mission planning problems. These consider objectives like
task allocation, timeliness of mission completion, collision avoidance, etc. Evolutionary and ge-
netic algorithms are a form of search that propose novel solutions by performing some novel kind
of mutation to older seed solutions and mimic the process of natural selection.

Wau et al.® model the UXV mission planning problem as a path selection problem on a weighted
graph. The weights on the graph are objective scores associated with including a vertex or edge in
the final solution and consider collision avoidance, corridors, rules of visual navigation, timeliness,
and fuel constraints. They apply scalarization techniques to turn the multi-objective problem into a
single-objective problem and use single-objective A* algorithm variants for efficiency. This ap-
proach is particularly robust as graphs are a fully expressive encoding scheme (i.e., one can encode
a wide range of mission planning problems), and single-objective path planning algorithms are
extremely efficient. Our approach to Management of Intelligent Navigation for Condition-based
Ocean Safe Transit (MIN-COST) was directly inspired by this kind of approach. We take advantage
of the efficiency of single-objective path planning problems to build an architecture that automati-
cally searches objective weighting schemes to identify (in the single-objective scalarized space)
high-quality solutions to the multi-objective problem. We postprocess the result after the search is
completed.



Other approaches consider multitiered architectures that break the overall mission planning
problem down into multiple optimal estimation and planning problems to come up with robust
solutions in dynamic environments. These include modeling power systems and predicting energy
consumption over time to feed in more aureate estimates to the energy optimization loop handled
by evolutionary algorithms (among others).*!% Ding et al.!! consider a stochastic hierarchical plan-
ning representation of mission planning to forecast motion while trading off mission objectives in
cluttered environments with dynamic events. They show that stochastic hierarchical planning op-
erates robustly in uncertain environments and supports contingency management in real time.

In data-driven Al the goal is to train a reinforcement learning (RL) agent to learn a continuous
action policy that produces good behavior across a variety of situations. This requires building a
reward function (usually within a simulation or labeled data set) that provides a multi-objective
reward signal to an agent given an arbitrary vehicle and environmental state. Using reinforcement
learning techniques, an agent is programmed to interact with the environment to try and accomplish
its task and achieve an appropriately balanced score across objectives. After sufficient training, an
agent learns successful sequences of plan fragments as a function of the state. See Tang et al.!? for
a survey of RL approaches and state-of-the-art models.

LEARNED META-STRATEGIES

Various meta-strategies based on machine learning can be effective for enabling autonomous
systems to quickly adapt to changes in the environment. In this section, we discuss performance
management in general and within the context of an approach to adapting the mission plan of an
autonomous UUV to conserve power after an unplanned energy drain (e.g., due to battery failure).

Performance Management for Autonomous Systems

Autonomous systems can be complex with many different components (e.g., path planner, lo-
calization, and communication components in a UUV) acting together to achieve mission goals.
An approach to performance optimization of the overall system depends upon optimizing the per-
formance of each individual component and their interactions against the mission objectives. To do
so, it is helpful to define the intent of each system component within the mission context. There are
various ways to define intent, as investigated under DARPA.!3 Here, we focus on an approach that
defines a set of intent metrics and thresholds for each system component.

Intent, for a particular component implementation, can be defined either during the development
process or after the fact, but requires knowledge about the semantics of the component within a
particular mission context. An intent metric for a component is a quantity that can be measured by
the monitoring infrastructure of the autonomous platform. These can be continuous measurements
or measurements taken after a certain task is completed. For example, an intent metric for an inertial
localization component on a UUV platform would be the localization error measured when this
information is available (e.g., when the vehicle moves closer to the surface and can access GPS).
Another intent metric for the localization component could be an estimated error value (e.g., com-
puted via a Kalman filter) that is computed periodically. An additional example is a waypoint plan-
ning component whose intent metric is proportional to the energy consumption resulting from trav-
ersing each waypoint. The power usage could be measured periodically during traversal, once
reaching each waypoint, or after the vehicle has traversed all waypoints and returned home.

Once intent metrics are defined, intent thresholds can then be applied to them based on mission
parameters and available resources. In the localization component example, the mission may re-
quire that the estimated and/or the ground truth localization error be maintained under a specified
value; otherwise, an intent violation occurs. Similarly, an intent violation would be signaled if the
sequence of paths specified by the waypoint planner consumes more than a specified amount of



energy per unit time. An intent violation signals a system or component-level optimizer that will
then take appropriate actions (e.g., adjust navigational/localization parameters, replan waypoints
based on different constraints) with the goal of restoring the intent metric values to mission-ac-
ceptable levels.

Given intent metrics and their associated thresholds for a collection of system components, an
intent optimizer, acting autonomously, adjusts the parameters of each component in the system
upon each intent violation to bring metric values back within mission requirements. The decision
of exactly how to modify component-local and system-wide parameters that modify and control
the behaviors of the autonomous system is a complex one, since there could be many interdepend-
encies on the operations and performance of different components within the system. For example,
increasing the sampling rate of a sensor filter could increase the power draw due to increased com-
putational load, causing an intent violation for a waypoint planner that attempts to minimize energy
use during a mission. These cascading intent violations could be resolved through organizing the
system into a component hierarchy defining the performance dependencies between settings for
component parameters and imposing an ordering on parameter adjustments that will ensure that all
intent violations can be resolved without entering an unstable state (e.g., forever “ping-ponging”
between intent violations for different components). Therefore, in complex systems with poten-
tially circular performance (i.e., intent) dependencies between component configurations, another
approach is needed that can learn these dependencies and enforce higher-level policies on combi-
nations of parameters across all system components.

Machine Learning Approaches to Performance Management

To autonomously and dynamically coordinate adaptation of system component parameters to
satisfy intent as described above, we use machine learning techniques based on deep neural net-
works and reinforcement learning. These techniques can be applied either on a per-component basis
(i.e., for adjusting the parameters of a waypoint planner to ensure that the vehicle can return home
safely without running out of energy, given the current power profile), or on a system-wide basis
if there are nontrivial performance dependencies between component configurations.

Under the Building Resource Adaptive Software Systems (BRASS) program, sponsored by
DARPA, we investigated optimizing power usage against objectives for a mission in which an
autonomous UUV must search a region of the seafloor for an object. In our experiments, we man-
aged the performance of two different components in a simulation of a UUV system and its envi-
ronment: (1) a waypoint planner (referred to as a path planner in the reference) that constructs
waypoints while executing a “lawnmower” pattern that provides a level of coverage over the search
area and (2) a Kalman filter implementation that filters localization sensor readings. These compo-
nents work together to navigate the vehicle within the search area. We assume the vehicle is
equipped with a vision sensor (e.g., camera) that can detect the object if it is within the sensor’s
limited field of view. The system also includes a capability to monitor the available energy. The
primary mission goal is to find the object and return home safely without running out of energy. A
secondary goal, if the primary goal cannot be met, is to return home safely despite not finding the
object. If the vehicle runs out of energy and cannot return, then the mission fails. To perturb the
state of the system, we simulate a battery failure rate that reduces the remaining energy by a random
proportion after a random amount of time has passed form the start of the mission. In practice, this
immediate energy drain could be a result of environmental factors, such as heat/pressure changes,
damage caused by collisions with obstacles/debris, or unexpected power draw from faulty hard-
ware.

To optimize performance to meet the mission objectives, we monitor an intent metric of the
waypoint planner that measures the current energy available and compares the results to the



expected energy needed to traverse the current waypoint plan. When an intent violation occurs (i.e.,
the energy needed is greater than the energy available), we adjust the inputs to the waypoint planner
that control the shape of the lawnmower pattern that the vehicle will navigate. Note that, in our
experiments, we used an automated approach to transform the original code of the waypoint planner
to expose new parameters that enabled us to further configure the component, but without semantic
knowledge of the direct effects of these new parameters. In many cases, however, components are
designed to be highly configurable, and this step is not needed. Similarly, we monitor intent for the
Kalman filter component, and perform the same adjustments of parameters to ensure that localiza-
tion information remains accurate to a given degree.

Upon discovering the intent violation of the waypoint planner, we use a multilayer feed-forward
neural network, which we trained on a variety of scenarios within the mission context (e.g., differ-
ent search regions, search object locations, power perturbations, water currents), to determine the
appropriate parameters to the waypoint and Kalman filter components, based on the observed state
of the system and the environment (e.g., power available/required, current estimated position error,
ground truth position if available at periodic intervals). We then pass the parameters output by the
neural network into the waypoint planner, which computes a new route. The new parameters, in
our experiments, increased the distance between legs of the lawnmower pattern to reduce the total
path length and thus the power necessary to traverse the search area and return home, at the expense
of coverage of the vision sensor over the search area. This reduced the probability that the object
would be found but would attempt to ensure that the vehicle could return home and not be lost (i.e.,
mission failure). In our analysis we differentiate between a mission “pass” (finding the object and
returning home) and a “degraded” (returning without finding the object) outcome, but we do not
distinguish between failure (“failed”) cases of finding the object and running out of energy, and not
finding the object and running out of energy. Our results show that using our intent-based approach
to performance management resulted in about the same number of pass cases (over a variety of
mission instances) compared to no adaptation. However, with intent-based performance manage-
ment enabled, the vehicle was able to return (pass or degraded) in almost 1.5 times more scenario
instances. For additional details on our approach and analysis, including results of adapting the
Kalman filter component, see Fry et al.!# and Pfeffer et al.!>

CONCLUSION

In this paper, we discussed challenges faced by uncrewed platforms for operations in unknown
environments with unexpected situations with little or no human operator interference. We re-
viewed some of the solutions used to make behavior-based autonomy architectures adaptive to
overcome these challenges. We discussed how multi-objective optimization algorithms and learned
meta-strategies can be used to successfully complete missions by modifying mission and behavior
parameters according to the unexpected changes (internal or external to the platform).
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